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Headlines this month:

n European Conference of Data Protection Authorities
n Survey on Internet Users’ security requirements
n Direct Marketing Association –  Data Protection reform
n Children’s websites and apps
n Three tiered system of data protection fines
n Recent data breaches
n EU update

Commentary:

n European Conference of Data Protection Authorities

Christopher Graham commented at the European 
Conference of Data Protection Authorities held in 
Manchester in May:

“The digital revolution has implications for every 
aspect of our lives – as citizens, as consumers, as 
individuals.  We consume.  We transact. And, unless 
we are very alert, we are also tracked.  Shopping in 
the supermarket or online, our purchasing habits are 
recorded and analysed.  We live in a world of Big Data 
and the Internet of Things.

“Governments too have gone digital, keen to ding 
efficiencies in the delivery of joined up services.  And 
now there’s the security dimension, with politicians 
claiming that public safety is an absolute right, while 
privacy is a right that may need to be qualified.  

“And that’s where we need to get practical.  Because 
the challenges are to how we do things, not what 
we are there for.  If we want to be effective going 
what we do, we are going to have to learn to do 
some things differently.”

Graham also commented on the future possibility of 
fines of up to 5% of global turnover being imposed 
upon organisations for major data protection 
reaches.  He stated that Data Protection Authorities 
(DPAs) need to be able to target fines where the 
biggest threats exist and not fine every case of non-
compliance.  

He also expressed concerns about funding and 
ensuring that DPAs had sufficient resource to be 
able to achieve what will be expected of them in the 
future.

The Information Commissioner has called for a more practical approach to data 
protection regulation.
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n Survey on Internet Users’ security requirements

n Direct Marketing Association - Data Protection reform

n Children’s websites and apps

he themes that the ICO found that the public want 
from data protection are as follows:

• Control over their personal data

• Transparency – understanding what will be 
done with data

• Understanding the difference purposes and 
benefits of data sharing

• Security of personal information

• Rights of access, deletion and portable personal 
data

The public’s expectations of Data Protection 
Authorities are:

• Independence

• Consistency across the EU

• Visibility – offering clear help and guidance

• Responsiveness to new technologies

• Enforcement – appropriate steps to ensure 
compliance

The group received an update from FEDMA, which represents Europe’s national DMAs in Brussels, on the 
Council text.  The Data Protection Group agreed that the Council has adopted a business friendly agenda 
and there some indications that the Commission will be willing to make compromises in the upcoming 
trilogue negotiations between Council, Commission and Parliament.

The ICO is to look at 50 websites and consider the 
information collected about children and how 
parental consent is obtained.  28 other enforcement 
authorities around the world are to take the same 
approach and will publish a combined report in the 
autumn.  The ICO will consider taking action if they 
find evidence of data protection breaches.

The ICO Head of Enforcement said: 
 

“In the UK, we’re clear that apps and websites should 
not gather more personal data than they require, 
and operators should be upfront about how and why 
they collect information and how they use it.  These 
principles are true whatever the audience, but they 
are especially true where children are concerned.  This 
research should give us a valuable insight into whether 
companies in the UK are operating compliantly, as well 
as how that fits with what is happening around the 
world”.

The ICO has commissioner research on the controls and security that UK Internet Users 
expect when providing their data.  Similar studies have been carried out across Europe. 

The Direct Marketing Association (DMA) has commented on the latest position of the 
European Data Protection reform.  The Advertising Association’s (AA) Data Protection 
group has met to discuss the proposals and are generally pleased with the latest 
progress. 

The ICO has begun a review of children’s websites and apps to address concerns about 
the type of personal information collected.



n Three tiered system of data protection fines 

n Recent data protection breaches

The UK together with others is not opposed to maintaining different levels of sanctions, while others are 
seeking specified amounts and others don’t believe this is possible.

South Wales Police

A £160,000 fine has been issued to South Wales 
police after they lost a video which formed part of 
the evidence in a sexual abuse case.  The discs were 
unencrypted and left in a desk drawer.

The incident was not reported for almost two years 
owing to a lack of training.  The disc was contained 
in a secure area of the police station but there was 
not policy in place to deal with the safe storage of 
victim and witness interviews.

Northumbria Healthcare  
NHS Foundation Trust

A Healthcare Trust has been issued with an 
Undertaking to improve the way it handles patients’ 
information.  The Trust had mistakenly sent five faxes 
containing information relating to the care of several 
patients to a member of the public. 

After an initial incident in March 2014, the Trust 
failed to take any action to ensure its fax machines 
had the right levels of security.  

The Undertaking commits the Trust to have clear 
procedures so that any data breaches are reported 
and remedial measures are introduced across the 
organisation.

The latest leaked version of the draft EU data protection regulation shows that most 
Member States are in favour of introducing a three level scale of financial penalties for 
data protection breaches.
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n  EU update

The below provides an EU update from a Regulatory 
Strategies’ partner, Newgate Public Relations, in 
Brussels, and provides an insight into the progress of 
the EU’s draft data protection regulation:

www.newgatepr.com

The Council’s ambition to push for a compromise on 
the rights of the data subject (under Chapter III) led 
the Presidency to present yet another compromise 
on remedies, liability and sanctions last month.

On the data subject’s rights, the Latvian Presidency 
aims at striking a balance between enhancing 
the protection of data subjects and at the same 
time providing a framework that enables business 
development, whilst avoiding unnecessary 
administrative burdens. 

One of the most important rights for a data subject 
is the right to be forgotten.  In this respect an 
additional protection has been introduced for 
children in that a data subject can obtain from the 
controller the erasure of data if these are related 
to a child.  The right to object (Article 19) now also 
foresees a specific regime for personal data that 
are processed for historical, statistical or scientific 
purposes: the data subject would have the right 
to object to the processing unless the latter would 
be necessary for tasks carried out in the public 
interest or for compliance with a legal obligation 
to which the controller is subject.

Another compromise was proposed by the 
Presidency on remedies, liability and sanctions 
(Chapter VIII).  A large number of delegations 
were in favour of a system under which the data 
subject could lodge a complaint only against the 
controller, as it was said to be likely that it was the 
only entity that the data subject had knowledge 
about.  It was argued that obliging a data subject 
to find information about possible processor(s) 
and their contractual terms with the controller 
would be to place a disproportionately onerous 
burden on the data subject.

The stiffening of financial penalties under this 
compromise text should not frighten businesses 
too much. The UK’s Information commissioner 
Christopher Graham said “it would be a mistake to 
think that data protection authorities would use 
the new powers to issue huge fines left right and 
centre.” 

Still, Graham warned the industry that DPAs might 
have a closer look at whether the terms of privacy 
notices published by businesses are fair, and based 
his statement on a survey he had commissioned 
that found that consumers do value having control 
over their personal data. 

All in all, he was sure that the implementation of 
the data protection regulation was not imminent 
and would eventually allow for a considerable 
degree of national variation, yet knew that an 
inconsistent application across Member States of 
these rules could lead to increased bureaucracy for 
multinational companies.

With the Commission proposal being published 
back in 2012, time is of the essence.  Jan-Philipp 
Albrecht, the German MEP who has steered the 
file through Parliament, remains sceptical: “even 
if the Council is ready to negotiate sometime in 
June, Council and Parliament are heading in two 
completely different directions.” 

Albrecht believes that not only the positions of the 
larger Member States slow down the pace of the 
negotiations, but in particular the Presidency’s tenet 
of “nothing is agreed until everything is agreed”, 
which leaves every single chapter open for re-
negotiations at the next working party meeting.
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EU ministers are expected to endorse the entire 
text by mid-June, thereby allowing the final 
negotiations between the Council and the European 
Parliament to start in the so-called trilogue stage.  
With the number of unresolved issues slowly 
decreasing, the data protection regulation is finally 
starting to take shape at Council level. 

However, businesses should not hesitate to continue 
or even start their lobbying activities in favour 
of their interests: the trilogue process will leave 
sufficient room for manoeuvre since negotiations 
will take several months before a final agreement is 
reached.

Visit our website at www.regulatorystrategies.co.uk


