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Headlines this month:

n EU-US ‘data protection umbrella agreement’
n Progress on EU data protection reform
n Direct marketing - concerns about EU data protection reform
n Data privacy - a “critical brand differentiator”
n Information Commissioner Office’s Corporate Plan
n Tackling nuisance calls
n Health care data protection audits
n Scottish referendum debate
n Recent data breaches
n EU update

Commentary:

n EU-US ‘data protection umbrella agreement’

Herman Van Rompuy, President of the European 
Council issued a statement on 26th March stating:   

“On the governmental track, we’ll have an umbrella 
agreement on data protection by this summer, based 
on equal treatment of EU and US citizens.  On the 
commercial track, the US has agreed to a review of the 
so-called Safe Harbor framework.  

Transparency and legal certainty are essential to 
transatlantic trade - we all agree on that.”

In January, Vivian Reding, The EU’s Justice 
Commissioner, said that the EU-US “safe harbor” 
agreement would be suspended if the US failed to 
take legislative action before the summer”.  

Further to and EU-US summit, the President of the European Council issued a statement 
regarding an agreement relating to the equal treatment of both EU and US citizens.  A 
joint statement by the US and EU leaders stated that they are committed to ‘expedite 
negotiations of a meaningful and comprehensive data protection umbrella agreement 
for data exchanges in the field of police and judicial cooperation in criminal matters, 
including terrorism.  We reaffirm our commitment in these negotiations to work to 
resolve the remaining issues, including judicial redress.’
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Reding cited Safe Harbor as the first step to rebuild 
trust in EU-US data flows.

Following a review, the Commission published a 
reporting identifying “deficiencies in transparency 
and enforcement” in November 2013 in relation to 
Safe Harbor.  The report made 13 recommendations 
which it said would address its concerns.  

Among those recommendations were that US 
businesses should “publish privacy conditions of any 
contracts they conclude with subcontractors” and 
facilitate “readily available and affordable” access to 
alternative dispute resolution for EU citizens. 

n Progress on EU data protection reform

n Direct marketing - concerns about EU data protection reform

The European Commission has reiterated its 
objectives of ‘one continent, one law’, a ‘one-stop-
shop’ and ‘the same rules for all companies - 
regardless of their establishment’.

The Commission has outlined how the reform will 
affect EU citizens stating:

• 92% of citizens say they are concerned about 
mobile apps collecting data without consent

• 70% are concerned about the potential use of 
information concerned.

The Commission states that a right to be forgotten, 
easier access to data, consumer empowerment and 
placing data protection as a priority will help address 
these concerns and restore trust.

The impact on SMEs has also been more clearly 
defined - they will benefit from four reductions in red 
tape:

• SMEs are exempt from the need to appoint a 
data protection officer unless data processing 
is their core business activity

• Notifications will no longer exist

• SMEs will be able to charge a fee where access 
requests are excessive or repetitive

• SMEs will have no obligation to carry out 
impact assessments unless there is a  
specific risk

It is also stressed that the rules will be flexible and 
adequately and correctly take into account risk.  
Obligations are intended to apply where they are 
necessary to protect personal data.  The size of 
business will be given consideration eg SMEs will not 
be fined for a first and non-intentional breach of the 
rules.

The DMA sees a number of concerns for the direct 
marketing industry including consent, profiling and 
data security breach notifications.

Chris Combermale, executive director of the DMA 
commented:

“We’ve been leading the industry’s campaign for a 
fair and balanced data legislation, so it’s extremely 
disappointing that the European Parliament has voted 
for a less business-friendly version of the proposed 
Regulation. While this is not means a done-deal, this 
vote should be ringing alarm bells in the board room 
of every business that’s involved with one-to-one 
communications.

Further to the European Parliament vote on the 12th March supporting the data protection 
reform (621 votes in favour, 10 against and 22 abstentions) the European Commission has 
confirmed next steps are to negotiate with the Council of the EU once the council’s position 
has been defined.

The Direct Marketing Association (DMA) continues to express concerns about the proposed 
data protection reforms further to the vote this month to adopt, what the DMA calls, a ‘less 
business-friendly version of the Data Protection Regulation’.
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n Data privacy - a “critical brand differentiator”

n Information Commissioner Office’s Corporate Plan

“For its part, the DMA will continue to lead the 
industry’s push for a more business-friendly version 
of the Regulation.  However, whatever the outcome 
one thing is certain: brands will soon have to work 
harder than ever before to communication one-to-one 
with consumers and must offer compelling reasons 
to become engaged and to share their personal 
information.  

Only the companies who get to grips with how the data 
protection landscape is changing will be successful in 
the future.”

The DMA has also warned that a third of businesses 
are failing to prepare for the impact of the data 
protection reform.  A DMA survey showed that only 
67% of businesses saw the changes as a priority.

The findings of the Customer Acquisition Barometer 
2014 show that 43% if consumers prefer email as the 
route to share information and 42% rated brands’ 
own website as their preferred channel.  85% will 
only share information when it is made clear that 
it will only be used by the organisation that has 
collected it.

Chris Combermale, executive director of the DMA, 
said:

“Effective customer acquisition relies on trust 
and transparency which is undermined by some 
companies, organisations and institutions misusing, 
abusing and exploiting people’s information against 
their expectations and wishes.

“The most successful companies are respecting their 
customer’s attitudes to privacy and making trust a 
critical brand differentiator.” 

The Information Commissioner said:

“These changes are about getting much better results, 
both for consumers and for data controller.  That 
means learning from the individual cases and concerns 
brought to our attention, and concentrating on where 
wee spot systematic problems.

There’s a focus too on working with others, both in 
encouraging compliance and in developing privacy 
seals, so that the ICO is not seen as the first and last 
defence for compliance with legislation.”

Some of the proposals that may directly affect 
organisations are listed below:

• The ICO will promote the benefits of 
information rights concepts or privacy by 
design, data minimisation, privacy impact 
assessments and accountability

• Accreditation, trust mark and seal schemes 
will be developed in order to build the 
commitment of organisations to good data 
protection practice

• More information about complaint outcomes 
will be published to inform both individuals 
and organisations about what is being done to 
meet common concerns 
 

A survey has shown that data privacy is a “critical brand differentiator” for businesses 
looking at customer acquisition.  Consumers’ decisions to share information are driven by 
trust and transparency.

The ICO has issued its latest corporate plan which heralds a fresh approach to handling 
issues raised by the public about data protection concerns.  The document also looks 
at plans to work more closely with trade bodies and other regulators to improve 
compliance.



page 04

n Tackling nuisance calls 

• Monitoring how quickly organisations 
respond to subject access requests.  A 
monitoring process will be introduced. 

• Pressing for an extension in assessment 
notice power to enable compulsory audits - 
this seeks to make the case for an extension 
in relation to data sharing

The Government is consulting on lowering the 
legal threshold for when firms can be fined for 
making nuisance calls.  Justice Secretary Chris 
Grayling has also unveiled plans to impose fines on 
claims management companies using information 
gathered by unsolicited calls and texts.

The Information Commissioner’s Office is 
responsible for handling unsolicited marketing calls 
while Ofcom handles complaints about silent or 
abandoned calls.  A total of 120,310 complaints were 
received between April and November 2013.

New steps include:

• Consulting to make it easier for the ICO to 
fine companies and not being dependent on 
substantial damage or distress

• Simplifying sharing of information between 
Ofcom and the ICO about rogue companies

• Which? will review how consumers agree to 
receive calls from specific firms and report to 
Government

• The Ministry of Justice are consulting on 
whether regulated companies breaching 
Claims Management Regulation Unit rules 
should face fines up to 20% of annual turnover 
for offences including gathering information by 
unsolicited calls or texts 
 
 
 
 
 

Maria Millar said:

“Nuisance calls must stop.  At best they are an irritation 
and an unwanted intrusion, at worst they cause 
real distress and fear, particularly to the elderly or 
housebound.

The Action Plan brings together Government, 
regulators, consumer groups and industry in a 
comprehensive and coordinated effort to clamp down 
on nuisance calls.

The rules are clear - people have the right to choose not 
to receive unsolicited marketing calls.  We will work to 
ensure their choice is respected.”

In addition, Chris Grayling said:

“It is time to stop these claims companies from 
plaguing hardworking people’s lives and wasting 
everyone’s time - the scale of these fines shows just how 
serious we are about stopping them.

“The Claims Management Regulatory already takes 
tough action against companies which break the rules, 
suspending and closing down rogue firms, but now 
these fines will give us an extra weapon to drive bad 
behaviour out of the industry.”

The Department for Culture Media and Sport and the Ministry of Justice issued a plan to 
tackle nuisance calls on 30th March.  The report was published by Culture Secretary Maria 
Millar.  It sets out the actions being taken by Government, regulators, consumer groups 
and industry to tackle nuisance calls.
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n Health care data protection audits

n Scottish referendum debate

The audits found:

• All organisations had data protection policies 
and procedures in place but these were not 
always regularly monitored

• All organisations had a system to track health 
records although some did not conduct audits 
for missing files.  Physical security was varied

• There was a lack of simple password controls 
such as the need to regularly change passwords

• Some organisations had little protection against 
flood or fire damage for paper files

• All organisations had appropriate information 
governance related risk registers and risk 
assessments that were regularly reviewed

• There was concern about the use of fax 
machines for sending personal information and 
the scope for human error

The guidance states that organisations must:

• Only send marketing emails, texts or make 
automated calls to those who have consented 
to being contacted

• Identify themselves and provide and easy 
means of opt-out

• Be clear on whether market research is being 
carried out or whether the call is political 
campaigning

• Be careful when using ‘viral marketing’ that 
encourages individuals to contact friends or 
family on an organisations behalf

The Information Commissioner’s Office has issued a report into how organisations 
providing secondary healthcare are complying with data protection rules.  The report 
summarises findings from 19 audits primarily with NHS Trusts, how the organisations 
handle personal data and how they fit alongside NHS governance guidelines.

The ICO has reminded political parties and campaign groups to abide by the 
rules relating to electronic marketing.  It has issued updated guidance to help 
organisations involved in political campaigning comply with the Privacy and Electronic 
Communications and Data Protection Act.

n Recent data protection breaches

Kent Police

A monetary penalty of £100,000 has been served on 
Kent Police further to the discovery of confidential 
information in the basement of a former police 
station.  The abandoned material included police 
interview tapes dating back to the 1980s.  The 
building was vacated in 2009.

The interview tapes included interviews with 
informants, crime victims and individuals who were 
subsequently convicted. The ICO found that Kent 
police did not have any guidance or procedures to 
ensure that information was securely removed.

The ICO’s Head of Enforcement commented:

“If this information had fallen into the wrong hands the 
impact on people’s lives would have been enormous 
and damaging.  These tapes and files included 
extremely sensitive and confidential information 
relating to individuals, many of whom had been 
involved in serious and violent crimes.  How a police 
force could leave such information unattended in a 
basement for several years is difficult to understand”.
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British Pregnancy Advice Service

The British Pregnancy Advice Service (BPAS) has 
been fined £200,000.  Thousands of details were 
revealed to a malicious hacker.  The ICO identified 
that the charity failed to realise that its website 
stored the names, addresses, dates of birth and 
telephone numbers of people awaiting a call back 
relating to pregnancy issues.  The details were held 
for five years longer than was necessary for its 
purpose.

The hacker threatened to publish the names of 
individuals but this was prevented by the police.

David Smith, Deputy Data Commissioner and 
Director of Data Protection said:

“Data protection is critical and getting it right requires 
vigilance.  The British Pregnancy Advice Service didn’t 
realise their website was storing this information, didn’t 
realise how long it was being retained for and didn’t 
realise the website wasn’t being kept sufficiently secure.

“But ignorance is no excuse.  It is especially 
unforgiveable when the organisation is handling 
information as sensitive as that held by the BPAS.  Data 
controllers must take active steps to ensure that the 
personal data they are responsible for is kept safe.

“There’s a simple message here: treat the personal 
information you are holding with respect.  This includes 
making sure you know just what information you are 
holding and that it’s subject to up-to-date and effective 
security measures.” 

Morrisons

Staff at Morrisons had their employee payroll data 
hacked through its on-line system.  All workers 
have been notified. Reuters reported that the theft 
affected around 100,000 staff.  The details were 
uploaded onto a website and sent on a CD to the 
Daily Mirror. There are theories that the theft could 
have been an attempt by a disgruntled employee 
to embarrass the company - an employee has been 
arrested.

The theft is being investigated by West Yorkshire 
Police.  Morrisons is undertaking an urgent review 
of its internal data security systems.  It is unclear 
whether the ICO has been directly informed by 
Morrisons.  

Becoming Green (UK) Ltd

Becoming Green (UK) Ltd, a Cardiff-based company, 
has been prosecuted by the ICO after failing to 
notify that it processes personal information.  The 
company’s director, Mr Abdul Muhith, was convicted 
for allowing the company to unlawfully process data 
under Section 61 of the Data Protection Act.

The company was monitored after concern about its 
compliance.  Notification is a legal requirement for 
companies processing personal data.

The Information Commissioner stated:

“Failure to notify is a criminal offence and it’s the data 
controllers’ responsibility.  Mr Muhith failed to do so 
and now he is paying the price for his disregard for the 
law.”

Isisbyte Limited and SLM Connect

Two North West marketing companies have been 
ordered to clean up practices after 100 complaints 
were made to the ICO regarding nuisance marketing 
calls between January 2013 and February 2014. The 
warnings are part of an ICO campaign (together 
with Ofcom and consumer groups including Which?) 
to act against organisations making nuisance calls. 
Enforcement notices have been issued against both 
companies.

The ICO Head of Enforcement commented:

“The law is clear: every company making live 
marketing calls must not contact people who have 
already registered with the Telephone Preference 
Service.,  Isisbyte Limited and SLM Connect Limited not 
only failed to do this, but also tried to hide their identity 
by routinely telling people that they were calling from a 
different company.”

Details of a government report are given earlier in 
this Newsletter.
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Apple Group Holdings

A trading standards body in Dorset has fined Apple 
Group Holdings, a local home improvements 
company, for breaching the Telephone Preference 
Service (TPS) legislation.  The Direct Marketing 
Association has said that this is the first time 
that an organisation other than the Information 
Commissioner’s Office has prosecuted a company 
for this type of breach. A fine of £36,000 has been 
issued.

John Mitchison, Head of the Telephone Preference 
Service (which is operated by the Direct Marketing 
Association) said:

“Companies breach TPS laws are now facing a far 
greater risk of being prosecuted compared to this 
time last year, with over 200 Local Trading Standards 
Services in the UK.

Businesses using telemarketing as part of their 
marketing mix need to be cautious when conducting 
the right checks on the data they use or buy.  Screening 
against the TPS is an essential part of data compliance 
and companies need to take all complaints seriously”.

The ICO has pushed for the Privacy and Electronic 
Communications threshold be lowered so that it is 
sufficient to demonstrate ‘irritation and nuisance’ 
rather than ‘substantial damage’ or ‘substantial 
distress’ which are currently the requirements for 
fines.

Neath Care

Neath care, a home care provider, were found in 
breach of the Data Protection Act after details 
relating to 10 vulnerable, elderly people were found 
on a street in August 2013. Papers explained the 
individual’s care plans and the ICO found that staff 
had not been provided with sufficient guidance 
about how sensitive information should be handled.  

Neath Care must now improve its practices 
including providing guidance and training for staff.

Disclosure and Barring Service

The ICO has ruled that there was a breach of the 
Data Protection act by the Disclosure and Barring 
Service after it failed to cease collecting information 
about low level convictions no longer required for 
employment checks.

The service did not update its application form 
which included the question ‘Have you ever been 
convicted of a criminal offence or received a caution, 
reprimand or warning?’.  The form did not make 
clear that minor and historic offences need not be 
included due to a changed in the Rehabilitation of 
Offenders Act.
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n  EU update

The below provides an EU update from a Regulatory 
Strategies’ partner, Newgate Public Relations, in 
Brussels, and provides an insight into the progress of 
the EU’s draft data protection regulation: 

General Data Protection reform www.newgatepr.com

This month the European Parliament plenary vote 
marked a major step in data protection reform’s 
chronicle. The vote was originally scheduled to take 
place in April but was brought forward by  one 
month, due to the Parliament’s mounting will to 
speed up the legislative process by giving a strong 
signal to the Council and to provide a definitive 
impetus to the file before the end of this legislative 
term. Viviane Reding, the Commission’s Vice-
President and Commissioner in charge of Justice, 
was pleased with the outcome of the vote. She 
has been calling for quick adoption of the reform 
package for many months and supported the 
Parliament’s backing of  the fundamental principles 
of the Commission’s proposal:

“The message the European Parliament is sending is 
unequivocal: this reform is a necessity, and now it is 
irreversible. Europe’s directly elected parliamentarians 
have listened to European citizens and European 
businesses and, with this vote, have made clear that we 
need a uniform and strong European data protection 
law, which will make life easier for business and 
strengthen the protection of our citizens.”

With this vote the Parliament’s position is confirmed 
and it will not change even if the composition will 
change following the upcoming European elections 
in May. Once the Council has defined its position, 
the Parliament can start negotiating with the latter 
in the so-called “trialogue negotiations” after the 
summer break. The Council’s hesitation in finding a 
common position has created some frustration with 
Rapporteur Jan-Philipp Albrecht (Greens/Germany) 
saying:

“I have a clear message to the Council: any further 
postponement would be irresponsible. The citizens 
of Europe expect us to deliver a strong EU wide data 
protection regulation. If there are some member 
states which do not want to deliver after two years of 
negotiations, the majority should go ahead without 
them”

Consumer groups are strongly endorsing this 
position, with Monique Goyens, director general of 
the European Consumer Organisation, welcoming 
the recent developments:

“MEPs have dealt with the matter seriously and 
have voted for legal protections which are robust 
and appropriate. The challenge now is to ensure 
the substantial amount of work is not unravelled by 
national government representatives in the Council or 
in the face of transatlantic pressure.”

Although the text will be supported by many actors 
defending data subject’s rights, not all opinions 
point in the same direction. Indeed, from an industry 
perspective, it has been stated that the proposal 
lacks the balanced rules to allow European business 
to innovate and thrive. As Chris Sherwood, speaking 
on behalf of ICDP, made clear: 

“Strong data protection and job creation and growth 
for European citizens and businesses should go hand 
in hand. A legal framework focused more on outcomes 
than on the means of getting there would better align 
those two objectives. The stakes are high, and this 
proposal must be improved as legislative scrutiny on 
this dossier continues. We stand ready to work with all 
three EU institutions to ensure the result is a modern 
set of data protection rules that are appropriate for the 
21st century.”
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Tough times lie ahead for the Council since there 
is still a lot to be done by Member States to find 
a common position. France, Germany and the 
UK have different points of view and they have 
repeatedly expressed their respective concerns: 
France is leading the charge for those Member 
States in favour of the reform, while the United 
Kingdom is against the text since it finds it too 
prescriptive and still would like to see it replaced 
by a Directive. Germany finally does not want its 
own data protection legislation to be watered 
down by a ‘softer’ European law. On the merit of the 
reform, Germany is concerned not to lose too much 
influence with its 16 DPAs in the context of the “one-
stop-shop system.” In Germany’s federal system, 
each land, or state, has its own DPA.

In terms of future steps, the European Council’s 
next meeting will be held in June 2014 and many 
now expect (or hope?) that the Regulation will  be 
finalised by the end of 2014 and effective in 2015.

Given that negotiations at Council level are still 
on-going, businesses have still time and the 
opportunity to make their voice heard, especially 
with Member States, before the Institutions enter 
into further negotiations.

Visit our website at www.regulatorystrategies.co.uk


