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Special News Alert for Members 

EU Data Protection Regulation – Paradigm Shift or Business as Usual? 

If you are a BIIA member residing in the EU or based outside the EU and process personal data of 
EU residents BIIA recommends that you read this document carefully! 

 Scope of Regulation 
 Single Set of Rules  
 Single Data Protection Authority (DPA) 
 Consent Requirement from Individuals and likely to be Extended to Businesses  
 Right to be Forgotten 
 Data Portability 
 Data Breaches 
 Fines, Fines and more Fines 
 Responsibility & Accountability 
 Potential Implications for the Business Information Industry 

 

The European Union is in the process of defining a new 
European Data Protection Regulation, designed, at least in 
its current form, to provide individuals and some would 
argue companies (more of that later) with new rights to 
control who can have access to their data and what they can 
do with it. In its current form as a regulation, if enacted, it 
would provide a common privacy law across all member 
states of the EU and would seek to enforce its provisions on 
companies outside the EU who process or manage 
information relating to EU citizens and companies. 

For those unfamiliar with the proposals the key points are: 

Scope of the Regulation 

The regulation applies if the data controller or processor (organisation) or the data subject (person) 
is based in the EU. (Note: Most BIIA members, where they maintain databases, will be data 
processors, processing and aggregating data, some of which is provided by data controllers e.g. 
Banks. If you are unsure whether you are a data processor or data controller you should consult 
with your legal advisors). Furthermore (and unlike the current Directive) the Regulation also applies 
to organisations based outside the European Union if they process personal data of EU residents. 
According to the European Commission "personal data is any information relating to an individual, 
whether it relates to his or her private, professional or public life. It can be anything from a name, a 
photo, an email address, bank details, postings on social network websites, medical information, or a 
computer’s IP address."  More data items such as geo-location and biometric identifiers have been 
recently added. 
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Single Set of Rules 

A single set of rules will apply to all EU member states and there will be one Single Data Protection 
Authority (DPA) responsible for each company depending on where the Company is based or which 
DPA it chooses. There is an exception for employee data that still might be subject to individual 
country regulations. 

Consent 

Valid consent must be explicit for data collected and purposes data used. Consent for children under 
13 must be given by child’s parent or custodian, and should be verifiable. Data controllers must be 
able to prove "consent" (opt-in) and consent may be withdrawn by the data subject.  

Right to be Forgotten 

Personal data has to be deleted when the individual withdraws consent or the data is no longer 
necessary and there is no legitimate reason for an organisation to keep it. 

Data Portability 

A user shall be able to request a copy of their personal data in a format usable by this person and be 
able to transmit it electronically to another processing system (organisation)  

Data breaches 

The data controller has to notify the DPA without undue delay and, where feasible, not later than 24 
hours after having become aware of the data breach. Individuals have to be notified if there is the 
potential for adverse impact on them as a result of the breach. 

Fines 

The following fines can be imposed 

 Up to €250,000 or up to 0.5% of the annual global sales for intentionally or negligently not 
responding to requests by the data subject or the DPA, 

 Up to €500,000 or up to 1% of annual global sales for intentionally or negligently not complying 
with GDPR 

 Up to €1,000,000 or up to 2% of annual global sales for intentionally or negligently not 
complying with specific GDPR regulations 

Responsibility & Accountability 

The notice requirements given to data subjects must include the retention time for personal data 
and contact information for data controller and data protection officer must also be provided. 
Privacy by Design and by Default require that data protection is designed into the development of 
business processes for products and services with privacy settings being set at a high level by 
default. Data Protection Impact Assessments have to be conducted when specific risks occur to the 
rights and freedoms of data subjects. In the case of high risks, risk assessments and mitigation is 
required and as well as the prior approval of the DPA. It will be the responsibility of the Data 
Protection Officers to ensure compliance within organisations. They have to be appointed for all 
public authorities and for enterprises with more than 250 employees. 

 

http://en.wikipedia.org/wiki/Privacy_by_Design
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Potential Implications for the Business Information Industry 

In their current form the new regulations will have a significant impact for all organisations active 
in Europe’s information industry. Not only will they have to change business processes and service 
design to adapt to the new legislative environment but it is also likely that the costs of doing 
business will rise in response to the higher burden of compliance placed upon companies. 

For BIIA members operating outside Europe, who hold information about EU individuals (and 
potentially companies) in their databases, an assessment of the risk of breaching the regulation 
versus the benefits the business gains from processing the data, might need to be considered. 

Perhaps more worryingly at this point is the lack of certainty regarding how the new regulations will 
be interpreted if implemented. This was highlighted at two recent industry conferences in Europe, 
one held by the European Association of Directory & Search Providers (EASDP) and the other by the 
Federation of European Business Information Suppliers (FEBIS). Both had lawyers with expertise in 
privacy law present their views on the potential implications of the regulation on their audiences 
businesses. 

At the EASDP conference Laurence Kaye of Shoosmiths LLC presented a balanced view of the 
potential impact of the regulations as they are currently drafted. In particular he emphasised that 
“Getting privacy right is part of building and maintaining consumer confidence in your brand”. This 
makes privacy both a strategic and operational issue for all companies but particularly for 
information companies as it is an important part of brand assurance.  

Companies will need to ensure that “privacy by design”, if it isn’t already, is built into their 
processes and services. This means involving not only Business Development, Marketing, Analytics 
and Product people in designing new products but also the compliance people, such as the Data 
Protection Director.  He believed, however, that a risk based approach will enable privacy to be 
embedded into the processes and culture of an organisation in a proportionate way. However, the 
consequence of getting it wrong in the future will not only potentially damage your brand but may 
result in heavy fines. 

At the FEBIS annual meeting in Istanbul, Anne-Wil Duthler of Duthler Associates, generated 
significant debate bordering on outright hostility to her suggestion that most of the data collected by 
the industry today to assess the credit worthiness of a company not only fails to comply with existing 
legislation but will in the future only be able to be collected with the specific consent of the 
company.  

When challenged on the apparent extension of the regulation from individuals to companies, she 
argued that as most company information is ultimately traceable back to individuals, companies will 
have the same rights as individuals under the proposed regulation. Her interpretation was also 
broadly supported by Dr T Riemann, an attorney with Creditreform, one of the leading Business 
Information suppliers in Germany.  

In her presentation Dr Duthler showed a slide in which the supply of many of the data sources that 
the industry relies on today, such as invoice payment history and information from debt collections 
agencies, were severed and only re-established in the instances where the individual or company 
that the data related to, gave their explicit consent for the data to be shared with the information 
provider.  
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This provoked a strong reaction within the audience many of whom felt outraged at the thought of 
“losing” data previously available to them and angry about the possible detrimental impact on their 
businesses. 

Having had time to reflect on the two presentations, whilst they were different in style, they were 
not markedly different in substance, the only contentious issue for the writer being the extent to 
which the EU Data Protection Regulations will extend to companies, which could ultimately rest on 
the definition of what is a SME. Both reflected the core objectives of the new regulations which are 
to give individuals more control over who processes their data and for what purposes. 

 

Comments 

Whilst it is still not entirely clear when the EU Data Protection Regulation will be enacted or what 
the final draft of the regulation will look like, it seems increasingly likely that new rules are on their 
way in one form or another. These rules will aim to give individuals (including possibly SME’s) more 
control over who has access to their data and what they can do with it. 

For companies operating in the information industry today these changes will result in internal 
changes to operational process, service design, service delivery and audit & compliance procedures. 
It is likely that at least in the short term the costs of compliance will rise and it is possible that in 
some instances revenues generated today will disappear as some products or services will no longer 
be compliant.  

It is also going to fundamentally alter the relationship between data subjects and companies who 
process information on them. This inevitably will lead to the emergence of new business models and 
new opportunities. Indeed maybe the model of individuals “selling “ their data to companies in 
return for services or other rewards, which many of us have envisaged as a natural evolution of the 
industry, might arrive more quickly than we imagined. Whatever new models emerge the successful 
organisations in the future will have transparency and trust as cornerstones of their operations and 
services. Being viewed as a Trusted Third Party by data subjects will create a competitive advantage 
in the future and information providers who achieve this status will be better able to serve the 
needs of their customers. 

It is also likely that the regulations will have unforeseen consequences. Indeed it is not difficult to 
imagine that in the credit information segment, the regulations could increase the degree of 
information asymmetry between borrowers and lenders even further. This is a potential 
consequence of the right to be forgotten and data subjects refusing to give their consent for their 
data to be shared. At a time when the World Bank have an International Committee on Credit 
Reporting looking at the challenges of increasing financial inclusion for SMEs and recognising that 
increased data sharing is one of the key issues to be addressed it is apparent that a co-ordinated 
approach to privacy & financial inclusion would be preferable. Unfortunately at present they 
appear to exist in parallel worlds and there is the clear potential for financial exclusion to increase 
and the cost of borrowing to rise if lenders perceive that the environment is more risky because less 
information is available for them to base decisions on. 
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Many commentators have remarked on the fact that the implementation of the new regulations 
may actually lead to “consumer fatigue” as we are all faced with a barrage of consent and privacy 
statements from anyone processing our data. In such circumstances data subjects may just choose 
to tick “OK” thus undermining the core principle of the regulation of data subjects being able to 
make informed choices. 

Finally what are the possible implications for innovation in the European information industry as a 
result of the proposed regulations?  Supporters say that the new regulations will help to create a 
single European data ecosystem that should make it easier and less expensive for European 
information services providers to operate across borders, at least within the EU.  

However, it is difficult to see how these changes alone will lead to the development of a European 
information business to rival the current global giants such as Facebook and Google. Indeed what is 
often forgotten is that many of the data sharing concepts and business models that exist today 
evolved at a time when privacy concerns were less prevalent. This is not to belittle the concerns felt 
today or to suggest that giving data subjects more control over their information is not a laudable 
aim, more to make the point that industries that are perceived to have heavy regulatory burdens 
and significant reputational risks are always less attractive to investors and entrepreneurs than 
those that do not. 

Summary:  

The changes outlined above are underway, in one shape or another, sooner or later. The 
adjustment to the new environment for many companies in the information industry and their 
customers will be painful.  

If this is not already a subject that your board is monitoring as it continues to develop it should be, 
because it will at some point occupy a lot of management time and energy as they focus their 
attention on adapting the organisation to the new privacy environment.  

Being forewarned is as they say being forearmed, the future may not in the end be a Paradigm 
Shift but neither will it be business as usual. 

 

About the author:  Phil Cotter is Deputy Managing Director and contributing 
editor of BIIA 
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