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Commentary:

n New subject access code of practice

The Information Commissioner’s Office has issued updated guidance for organisations to 
assist them in handling subject access requests.  The ICO handled over 6000 complaints 
relating to subject access requests in the last financial year. A sixth of these related to lenders 
and credit reference agencies.

Christopher Graham, the Information Commissioner, 
commented:
“We are being asked to provide organisations with 
more and more information about ourselves and 
subject access requests are a useful tool for keeping 
control of our data. They can be particularly important 
when checking your credit rating or applying for a 
loan but the ICO’s complaints figures show that many 
organisations still need to improve their processes for 
dealing with these requests.”

The ICO intends to carry out a ‘subject access request 
sweep’ of websites to look at the information 
available to people who may want to make a subject 
access request with a view to publishing a report 
later in the year. The new guidance outlines that 
organisations should make clear on its website 
where a request should be sent, highlights any fee 
and payment options, what information they require 
to confirm someone’s identity, the 40-day response 
time and a point of contact for any questions.
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n Encryption

The ICO has published ten steps for organisations 
to consider when responding to subject access 
requests:
• Identify whether a request should be treated as 

subject access request
• Ensure that there is sufficient information to 

determine the individual’s identity
• Ask for more information to establish what they 

want if it is needed at an early stage
• Ask for any fee promptly
• Check whether you have the information the 

individual wants
• Don’t make changes to records
• Consider whether records contain information 

about other people
• Establish whether any exemptions apply
• Explain any complex terms or codes
• Provide the information in a permanent form 

where appropriate

The guidance summarises what an organisation 
should have in place if it is taking a positive 
approach to subject access handling:
• All staff should be trained to recognise a request 

as part of general data protection training.  
Relevant staff should receive more detailed 
training

• A dedicated data protection page should be 
available in the intranet with links to subject 
access policies and procedures

• A specific person or central team should be 
responsible for handling requests and more 
than one person should know how to handle a 
request

• Arrangements should be in place for senior staff 
to review a case if the requester is dissatisfied 
with the response

• In large organisations there should be data 
protection experts to provide advice

• Compliance with requests should be monitored 
and discussed at information governance 
steering group meetings and management 
information should be kept.  Any non-
compliance should be escalated to a senior 
forum

“Appropriate technical and organisational measures 
shall be taken against unauthorised or unlawful 
processing of personal data and against accidental loss 
or destruction of, or damage to, personal data.”

The blog states that simply requiring a login to 
a device such as user name and password is not 
sufficient to guard against unauthorised or unlawful 
access. 

Encryption should ensure that even if a device is lost 
or stolen, the information will remain secure as long 
as a third party cannot access the encryption key.

The blog makes reference to the fact that £700,000 
has been issued in monetary penalties in three 
recent data breaches where encryption failed to be 
used.

A recent ICO blog has focussed on the importance of encryption in relation to data 
security.  While the Data Protection Act makes no direct reference to encryption, the 7th 
Data Protection principle states:
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n Update on EU data protection reforms

n Privacy Impact Assessments

The ICO is optimistic that a new and sensible framework will result from negotiations which will protect personal 
information while remaining workable for organisations. 

The EU Parliament vote on amendments to the draft regulation has been delayed for the third time.  It is now 
scheduled to take place in October with a view to publishing amended regulation in May 2014 prior to European 
elections.  The Edward Snowdon whistle blowing incident has been referenced by the German Chancellor, Angela 
Merkel, and the EU Justice Commissioner, Viviane Reding, in calls to move to a swift conclusion to data protection 
negotiations.

The draft code cites examples of projects which may 
require a PIA and these include:

• A new IT system for storing and accessing personal 
information

• A data sharing initiative where more than one 
organisations seek to share or links sets of 
information

• A new policy which will identify people in a 
specific group or demographic and prompt a 
course of action

• Using existing data for a new and unexpected or 
more intrusive purpose

The code works through the proposed PIA process in 
detail detailing the following steps:

• Identifying the need for a PIA

• Describing information flows

• Identifying the privacy and related risks

• Identifying the privacy solutions

• Signing off and recording PIA outcomes

• Integration of the outcomes into a project plan

• Consultation with internal and external 
stakeholders as appropriate throughout the 
process

The ICO has published an update on the EU data protection reforms and reviewed 
progress made to date. There is no definitive view about whether a new legal framework 
will be in place within the next 12 months but it is felt that this is unlikely. While there is 
keen appetite to move forward with reform, it is felt that the size of the task is likely to 
mean things continue to move slowly.

The ICO is consulting on a new code of practice on conducting privacy impact 
assessments to replace the existing Privacy Impact Assessment Handbook.  The aim is to 
provide assistance to organisations conducting assessments of new projects involving 
the use of personal information. The need for Privacy Impact Assessments (PIA) and 
Privacy by Design feature heavily as a requirement for businesses in the draft data 
protection reform. The closing date for the consultation is 5th November 2013.
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n Global Privacy Study

n Data breach statistics

23% of websites had no privacy policy in place.  A third 
of those that did have policies that were difficult to 
read and were not tailored to the website.  

The ICO focussed on 250 larger websites and therefore 
expected those to be clear concerning how they 
collected and handled personal information.  Most had 
a privacy policy that was easy to understand.  However, 
websites were not generally clear on retention of data 
or whether it would be the subject of international 
transfers.

The work undertaken by GPEN also provided some 
examples of best practice:

• Using plain language to make the information 
understandable to the average person

• Using subheadings, short paragraphs, FAQs and 
tables to make policies easy to read

• The inclusion of privacy-related information that 
would be interesting to consumers

• The inclusion of contact information for the 
individual with responsibility for privacy practices 
within an organisation

• Tailored policies for mobile apps and sites which 
extends beyond a link to the existing website 
privacy policy

The NHS and local government have rules in place meaning that incidents are self-reported to the regulator 
which means that the number of incidents identified is likely to be higher.  After these two sectors, the highest 
number of incidents was seen in schools and solicitors/barristers. 

An international study has suggested websites could provide clearer information to 
customers about how personal data is being used. 19 data protection policies from 
around the world have analysed 2,186 privacy policies.  The study was managed by the 
Global Privacy Enforcement Network (GPEN).

The ICO has issued a summary of data incidents which occurred between 1st April 2013 
and 30 June 2013 with a view to identifying ongoing trends. The statistics show that the 
vast majority of incidents were a result of personal information being disclosed in error 
and the sectors mostly affected were the health sector and local government.

Aberdeen City Council

Aberdeen City Council has been served with a monetary penalty of £100,000 further to sensitive information 
relating to social services involvement with individuals being published online.

Information was released further to an employee accessing documents from a home computer and a file transfer 
program installed the information onto a website. 

The ICO found that the council had no appropriate home working policy in place or sufficient measures to restrict 
the downloading of sensitive information from its network. 

n Recent data protection breaches
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Islington Council

The Information Commissioner’s Office has issued 
Islington Council with a monetary penalty of £70,000.  
Details of 2000 residents were released online further 
to a Freedom of Information Act request.  The ICO 
discovered that the council had been alerted to the 
problem shortly after it occurred but failed to resolve 
the problem.  The ICO commented:

“This mistake not only placed sensitive personal 
information relating to residents at risk, but also 
highlighted the lack of training and expertise within 
the council.  Councils are trusted with sensitive personal 
information, and residents are right to expect it to be 
handled in a proper way. Unfortunately in this case that 
did not happen and Islington Council must now explain to 
residents how it will stop these mistakes being repeated.”

Probation Officer

A probation office has been prosecuted further to 
the release of a domestic abuse victim to the alleged 
perpetrator.  The full name, address and date of birth 
together with details of the investigating officer were 
revealed assuming that the individual already knew 
the details.  The victim subsequently withdrew contact 
with the police and services having lost trust in the 
confidentiality of the information.  The probation 
officer was fined £150.

Christopher Graham, the Information Commissioner, 
stated:

“This is the unpleasant but unremarkable face of data 
protection crime - not journalists, not lawyers, just 
individuals for whom the current sentencing regime holds 
no terror... the government must act now to introduce 
tougher penalties for individuals who illegally access and 
disclose personal information.”

The ICO has repeatedly called for tougher sentences in 
response to Section 55 offences which is currently only 
punishable by a fine.

Bank of Scotland

The Bank of Scotland has been served with a monetary 
penalty of £75,000 further to repeatedly faxing 
customers’ account details to the wrong number.  The 
information included pay slips, account and mortgage 
details and continued to be faxed over a four year 
period.  The problem continued despite the bank being 
alerted to the problem. 

Serious Fraud Office

The UK’s Serious Fraud Office has confirmed that it 
has sent a large amount of confidential information to 
the wrong information.  The breach included 32,000 
pages of documents, 81 audio files and a number of 
computer files sent to the wrong individual although 
98% of the information has been retrieved.  The ICO is 
deciding whether any action will be taken.

n  EU update

The commentary below provides an EU update from 
a Regulatory Strategies’ partner, Newgate Public 
Relations, in Brussels, and provides an insight into the 
progress of the EU’s draft data protection regulation: 

www.newgatepr.com

This month the key development at EU level was the entry into force of a new Regulation which tightens 
the deadline on data breach notifications in relation to providers of public electronic communication 
services, which is separate to the ongoing reform of the data protection framework.
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This month the key development at EU level was the 
entry into force of a new Regulation which tightens 
the deadline on data breach notifications in relation to 
providers of public electronic communication services, 
which is separate to the ongoing reform of the data 
protection framework.

Specifically, on 25 August a new Commission 
Regulation took effect which means that providers 
of public electronic communication services will 
be forced to notify personal data breaches to their 
competent national authority within 24 hours of 
detection. To add more flexibility the Regulation allows 
for provision of the initial details at first, and for further 
details to be provided within three days of the initial 
notification.

In addition, the affected individuals must be notified 
without “undue delay” if the data breach is likely 
to adversely affect their personal data or privacy. 
Although certain countries in European Union already 
have strict data protection laws in place, the new 
Regulation applies directly to all EU Member States and 
is superior to the national law.

A further development this month, which may lead 
to further tightening of the revised data protection 
framework, came in the form of a public letter from 
the Chairman of the Article 29 Working Party, Jacob 
Kohnstamm, to the European Commission’s Vice-
President Viviane Reding. The group, also known as 
WP29, is made up of the European Data Protection 
Supervisor, a representative from the data protection 
authority of each EU Member State and the European 
Commission. 

The key message was that, separately from the joint 
EU-US working group, the WP29 will carry out their 
independent investigation of recent developments 
to assess to what extent the protection provided by 
EU data protection legislation is at risk and possibly 
breached (with regard to the type of data collected 
by the NSA amongst other points) and what the 
consequences of PRISM and related programmes may 
be for the privacy of EU citizens’ personal data. 

In the EU, discussions on this topic have reached fever 
pitch in Germany in particular and have become 
a key point of contention between the two major 
parties campaigning for the parliamentary elections in 
September, with the opposition leader Social Democrat 
Peer Steinbrück calling for the suspension of EU-US 
trade talks.

In early September, the EU institutions will resume 
their work in earnest on the reform of the data 
protection framework with the Council Working 
Group meeting again on 9 and 10 September, and 
MEPs will be meeting to discuss the reform and the 
snooping scandal, with a meeting dedicated to NSA’s 
mass surveillance of EU citizens is scheduled for 24 
September. 

The vote in the key Civil Liberties, Justice and Home 
Affairs Committee on the data protection reform is 
now due to take place on 4 or 5 November. In the 
light of recent developments and scandals, it is likely 
that there will be ever greater momentum towards 
tightening up the data protection rules, and business 
representatives should move quickly to express their 
views in the coming weeks as EU discussions move 
into the detailed stages that will pave the way to the 
final legislation.

Visit our website at www.regulatorystrategies.co.uk


