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Introduction 
All too frequently, we limit our consideration of the impacts of poor data quality to the financial arena, 

whether they are centered on increasing revenues or decreasing costs. But it is reasonable to recognize 

that even when there is no immediate loss of value, there may be scenarios in which risks to value can 

be recognized early on and addressed before the loss occurs. This process, called risk management, is 

intended to reduce the possibility of these risks; yet even risk management can be impacted as a result 

of poor data quality.  

There are different types of risks that may lead to losses within an organization. A market risk is the 

potential for decrease in the value of a portfolio of assets in relation to factors such as securities and 

commodity prices, interest rates, and currency exchange rates. A credit risk involves potential losses 

associated with the default in payment of the principal or interest on a loan or other type of line of 

credit. Operational risks are those potential losses arising from day-to-day business operations: system 

failures, process problems, or human errors, as well as unexpected events (such as natural disasters) 

that may lead to loss of value.  

Information is used for anticipating risks and developing methods for mitigation, but errors in the data 

can snowball into issues with risk analysis, assessment, and management. Undesirable affects can occur 

as a result of low quality data, and risk management can benefit from incorporating the identification 

and assessment of those risk factors that are magnified when organizational data sets do not meet 

business expectations. 

This article, targeted to those technical analysts who seek to understand the connection between 

information and optimal business performance, looks at categorizing the risk dimension of business 

value drivers, corresponding performance measures, and a process for evaluating the link between 

acceptable performance and quality information. These support the practitioner’s development of 

quantifiable performance objectives for data quality improvement. 

The technical aspects of data validation and cleansing are largely understood, but the communication 

gap between technical analysts and business managers, in which the value of quality information is not 

adequately demonstrated, often results in a lack of business sponsorship for data quality improvement 

projects. There is a need to understand the areas of impact and how they are affected by data failures, 

and this article is intended to elaborate on areas of risk that are affected by poor data quality. 

Therefore, it is valuable for the technicians and data practitioners to become more effective in using the 

right language for communicating the business value of data quality improvement. A well-defined 

process for considering the costs and risks of low-quality data in relation to an iteratively-refined set of 

business impact categories not only provides a framework for putting data quality expectations into a 

business context, it also enables the definition of clear metrics linking data quality to business 

performance. 

The Value of High Quality Data  

Both operational and strategic risk management processes rely on high quality data, suggesting the 

value of instituting processes for assessing, measuring, reporting, reacting to, and controlling different 
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aspects of poor data quality. Data is an asset that is created or acquired and then repurposed multiple 

times, and process flaws introduce risks to successfully achieving business objectives. The dynamic 

nature of data adds to the challenges in establishing ways to assess risks as well as ways to monitor 

conformance to business user expectations. 

Anecdotes provide examples where bad data increases risks of events with negative results, and these 

stories are useful for raising awareness. So while anecdotes can motivate a deeper conversation about 

opportunities for data quality improvement, stories do not add measurable criteria to risk assessment, 

nor do they offer repeatable methods for mitigation. A reasonable approach to incorporating a review 

of the relationship between high quality data and risk assessment and mitigation augments the 

anecdote by demonstrating the link between flawed data and increased probability of occurrence of 

undesirable events. Developing a performance management framework that helps to identify, isolate, 

measure, and improve the value of data within the business contexts requires  

• Correlating the probability of negative business impacts with data failures and then  

• Characterizing the increase in risk that is attributable to poor data quality.  

This means reviewing the types of risks related to the use of information and categorizing the business 

impacts as a prelude to asserting data quality expectations and metrics. The framework described in this 

article explores categories of business risks that may be rooted in poor data quality. By identifying and 

classifying those risks and establishing the connection to reliance on high quality data, technical analysts 

gain the tools for effectively communicating the value of improved data quality to key stakeholders in 

the organization. 

Effective Communication  

Assessing risk can sometimes be seen as more of an art than a science – one that is best left to experts 

than to data managers and technologists, who are typically less than articulate when it comes to clearly 

describing the scope, nature, and quantification of risks. Providing a framework for categorizing risks at 

a level of granularity that can be discretely evaluated and measured can help bridge that 

communications gap. Developing a taxonomy of risk classifications enables the technical analysts to map 

identified business risks into a specific category, which is more likely to be linked to specific data sets 

and their expectations for data quality. 

Analyzing Risk Impacts 
At a very high level, the essence of risk management can be viewed as a two-phased process: The first is 

identifying and assessing the probability of certain events occurring that may lead to undesirable results. 

The second is deciding the set of actions to take to eliminate, minimize, and/or control the potential 

impacts. Of course, while there are different types of risk, each type of risk is susceptible to data flaws 

and data management issues. In turn, our process for considering the risk impacts of poor data quality 

focus on these basic steps: 
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1. Identifying any events or environmental situations that may occur that pose a risk, and provide 

examples that typify each situation; 

2. Prioritizing the business expectations for risk management and working with the business clients 

to understand where those expectations are not being met; 

3. Categorizing the probability of occurrence and potential undesirable results at a fine-enough 

level of granularity in a way that ensures that their impacts can be measured; 

4. Formalizing the dependence on specific data sets and data errors;  

5. Researching the history of occurrence, probability of recurrence, and potential cumulative 

impacts;  and 

6. Understanding the ways to eliminate the root causes. 

The first step is critical in aligning the perception of organization strategic objectives. Even in 

organizations that have well-defined strategic goals, it takes a lot of effort and skill to ensure that those 

goals have been effectively communicated to every staff member. However, discussing specific business 

tactics may shed light on both the long-term strategy as well as the methods used by the business teams 

to achieve short-, medium-, and long-term goals, and this points to specific examples of missed 

expectations. The following sections provide some examples of this classification and categorization for 

three classes of risk, subcategories, and descriptions of potential business measures. For each set of 

impact areas, examining the corresponding measures and considering their dependence on data will 

help the analyst to link the potential of increased risk to high quality data.  

Financial Risks 

While in more specific terms financial risk may refer specifically to risks associated with financial 

investments, for our purposes we can broaden the scope of financial risks to incorporate any area of risk 

related to managing finances. Some examples, including credit risk, liquidity, and exchange rates, among 

others, are shown in Table 1. 

Area of Impact Measures 

Credit risk 

Increased  defaults on payments, failures to pay the proper amount of 

obligations, failures to pay obligations within specified time, rollups by 

counterparty organization 

Liquidity and cash flow Accuracy of knowledge of market value and "tradability" of assets 

Capital requirements 

Accuracy of asset calculations, completeness of exposure data, quality of 

debtor and product ratings 

Interest rate and foreign 

exchange Accuracy of location and corresponding valuation of investments 

Diversification 

Market/sales/management locations, variety of product catalog, 

management of sales and distribution channels, cross-industry 

diversification 
Table 1: Impacts associated with financial risk. 

Operational Risks 

Operational risks are those risks associated with the execution of core business functions, largely related 

to the people, processes, and systems employed in day-to-day activities. Operational risks include losses 
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related to internal process or system failures, legal liabilities, human resources, and fraud, as well as 

compliance with industry guidelines or government regulations. Table 2 provides some examples of 

operational risks and corresponding measures. 

Area of Impact Measures 

Managing employee liability 

Consistency in termination processes, consistency in compensation, 

consistency in promotion processes, managing employee behavior, 

turnover of key personnel 

Managing legal losses and 

liability 

Maintaining proper levels of insurance, identifying key personnel subject to 

liability claims, legal settlements, legal costs 

International compliance 

Compliance with international law, tariffs, assurance of observing country 

standards 

Federal compliance Compliance with relevant Federal laws and regulations 

State and Municipal 

compliance Compliance with relevant State and Municipal laws and regulations 

Industry compliance Observance of agreed-to industry standards, guidelines, and expectations 

Transaction failure Number of failed transactions, time to remedy failed transactions 

Internal fraud 

Monitoring of internal supplies inventories, redirection of corporate funds, 

redirection of client funds, validity of inventory pricing, allocation of 

corporate assets, validity or reasonability of expense reporting 

External fraud 

False identity misrepresentations, inaccurate or incomplete disclosures, 

phony vendors, billing fraud, delivery of substandard product/materials, 

inflated charges, inflated listing of provided services, inconsistent insurance 

or liability claims 

Safety Workplace accidents, occurrences of customer accidents or health issues 

System failure 

Managing maintenance and upgrade schedules, mean time between system 

failures, number of system failures, time to restore service 

System development 

Time for development, time to production, time to value, system 

development costs 

Talent retention Employee satisfaction 

Talent acquisition Attractiveness of employment and corresponding benefits 

Training Active logging and management of staff skill sets 
Table 2: Impacts associated with operational risk. 

Strategic Risks 

Strategic risks include risks of loss attributable to poor decisions or the inability to execute against the 

strategic plan. Examples include market perception of the organization, or the degree of customer 

satisfaction. Examples are shown in Table 3. 

Area of Impact Measures 

Customer satisfaction Number of customer complaints, average call durations 
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Area of Impact Measures 

Demand 

Accuracy in historical predictions for product demand, accuracy in historical 

predictions for materials acquisition 

Market 

Number of competitors, market share (percentage), market share (in 

dollars), meeting plans for market expansion 

Organizational integration 

Effectiveness of systemic integration driven by merger and acquisition 

activities 

Agility 

Time required for adjusting strategy in context of industry, market, or 

regulatory changes 

Infrastructure 

Accurate knowledge regarding infrastructure inventory and capital 

investment strategy 
Table 3: Impacts associated with strategic risks. 

Risks upon Risks… 

Industry, government, and multi-national regulations and guidelines often are put in place to address 

potential risks. For example, the financial industry is guided by recommendations on different countries’ 

banking laws and regulation regarding preemptive mitigation of asset exposure, credit risks, and the 

need to maintain enough liquid assets to ensure that the organizations remain solvent. These 

agreements, such as the Basel Accords (for the banking industry) or Solvency regulations for the 

European Union, are fundamentally linked and driven by access to high quality data.  

Formalizing the Dependence on Data: An Example 

In order to demonstrate the process, let’s look at an example from one of our first areas within the 

categories: credit risk. Measures associated with credit risk include monitoring the credit-worthiness of 

a company’s customers, rolled up by organization. The first level assessment of credit worthiness (and 

therefore, setting appropriate levels of credit) is through knowledge of the counterparty. At least one 

data set is associated with the example measures: the set of counterparties with whom the organization 

does business.  

The analyst must look at the different types of errors that may exist in the counterparty data set and in 

turn, how those types of errors might lead to impacts relating to incorrectly calculated credit risk. The 

absence of accurate counterparty data or the presence in errors or duplicate records may lead to 

incorrect credit risk assessment. In turn, there may be a number of impacts. One example is not realizing 

that multiple counterparties roll up into a single organization, leading to extending too much credit and 

inadvertently increasing the exposure of defaults on payments. Alternatively, inaccurate counterparty 

data may lead to not extending enough credit to a potential customer, thereby artificially capping the 

sales, revenue, and ultimately, profitability. 

Researching Impacts and the Value Gap 
Our analysis process includes researching the history of occurrence, probability of recurrence, and 

cumulative impacts of increased risk related to data flaws. And while risk assessment may involve some 

degree of speculation, the data analyst must be charged with probing the business’s approach to risk 
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analysis to determine whether the dependences are on the data and how those dependences lead to 

increased exposure to potential future risks.  

To motivate the exploration, the analyst can introduce questions such as: 

• What is the increase in exposure resulting from potential data issues? 

• How are the potential impacts of these increased risks calculated? 

• How are the potential impacts of these increased risks measured? 

• Can these risks be classified within our risk hierarchies? 

The answers reveal the aspects of the problem that are used to determine the scope of the increased 

exposure, corresponding financial impacts, and any increased probability of occurrence. Together, these 

variables can be used to prioritize the business problems and direct the second phase of the analysis to 

assess the relationship to flawed data. For each business problem, the analyst can ask questions such as 

these: 

• How is the business problem related to an application data issue?  

• How often does the data issue occur?  

• When the data issue occurs, how is it manifested within the business process?  

• Who are the individuals who recognize the existence of the problem? 

• How often is the data issue identified before the business impact is incurred?  

• What rules and metrics can be defined to validate the quality of the data? 

Documenting the quantifiers associated with the business impact may involve some detective work – 

perhaps reviewing change control logs, requests for business process modifications, or requests for 

changes to underlying data models and application code. The requests often correlate with known 

business issues and will point to quantifiable measures for the impacts. Linking those measures to 

specific data validity metrics provides the hard link between risk impacts and flawed data. 

Establishing the Value of Data Quality Improvement 
Increased risk leads to financial impact, and the last step in developing our business case involves 

understanding the root causes of the data issues that led to the increased risks and determining how 

those issues can be addressed.  This typically means reviewing the information flow from the data 

creation point through the business process to determine where in the process the error was 

introduced. Many data quality issues are due to process failures, so correcting the process where the 

error is introduced will lead to greater improvement than correcting bad data downstream. With 

enough research into the granularity of the problem and its relationship to flawed data, one might even 

be able to amortize the cumulative costs related to the business impacts over the number of times an 

error occurs factored within the probability that the error will occur, thereby providing an estimated 

cost of each error. 

Once the source of the introduction of the error is identified, the data analyst can consider alternatives 

for eliminating the root cause, instituting preventative techniques, and/or taking some corrective action. 
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Each, or perhaps all, of these alternatives require an investment of both money and resources for the 

acquisition of any appropriate technologies, staffing for designing, developing, and implementing 

solutions, training, and ongoing maintenance of the solution. Providing a conservative estimate at this 

point establishes a baseline cost for remediation. By considering both the financial impacts and the 

increased risks that can lead to additional financial impacts, the analyst can estimate the severity of each 

issue and then order the issues by their cumulative severity. Resolving issues will reduce that exposure, 

and the costs associated with resolution can be compared to the cumulative severity to prioritize 

recommendations for taking specific actions. The resulting data metrics can be associated with known 

performance measures. Eliminating the root causes of data issues will show that improving data quality 

metrics scores increases the probability that changes to the data environment will result in measurable 

reduction in risk. 
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